
ISACA CISM Boot Camp 

T h e  C IS M  R ev i e w  Q u e s t i on s ,  A n -
s w e rs  &  Ex p l a n a t i on s  D a t a b as e  i s  a  
c o mp r eh e ns i v e  1 , 00 0 - q u es t i o n  po o l  
o f  i t e ms  th a t  co n t a in s  t h e  q u es t i o ns  
f r om  t h e  C IS M  R e v i e w Q u es t i o ns ,  
A n sw e rs  &  Ex p l an a t io ns .  Th e  d a t a -
b a s e  h as  b e en  r ev i se d  a c co rd in g  t o  
t h e  r e c en t l y  u p d a t ed  C IS M  J ob  
P r a c t i c e .  

Ex am  c an d id a t e s  c an  t a k e  s a mpl e  
ex a ms  w i th  r a n doml y s e l e c t ed  q u es -
t i o ns  a nd  v i ew  t he  r e s u l t s  b y j o b  
p r a c t i ce  d om ai n ,  a l l o win g  f o r  co n -
c e n t r a t e d  s t ud y i n  p a r t i cu l a r  a r e a s .  
A d d i t i o na l l y ,  q ue s t i on s  ge n e r a t ed  
d u r i n g  a  s t u d y s e s s i on  a r e  s o r t ed  
b a s ed  o n  p re v i ou s  s c o r in g  h i s to r y,  
a l l o win g  C IS M  c a nd id a t e s  t o  i d e n t i -
f y  t h e i r  s t r e n g th s  an d  w e a kn es s es  
a n d  f o cu s  t h e i r  s t ud y e f f o r t s  a c -
c o r d in g l y.  

A r o un d  t h e  wo r ld ,  d e m an d  fo r  s k i l l e d  
i n fo rm at io n  se c u r i t y  m a n a ge m e n t  
p r o f es s io n a l s  i s  o n  t h e  r i s e ,  a nd  t h e  
C IS M  c e r t i f i c a t i o n  i s  t h e  g l ob a l l y  a c -
c e p t e d  s t a nd a rd  o f  a c h i e v em e n t  i n  
t h i s  a r ea .  T he  u n i qu e l y m a n a ge m en t-
f o c us e d  C IS M  c e r t i f i c a t i on  en su r es  
h o l d e r s  un d e r s t a nd  b us in e s s ,  an d  
k n ow  h ow  t o  ma n age  a n d  a d ap t  t e ch -
n o l o g y t o  t h e i r  en t e r p r i s e  an d  i n du s -
t r y .  S i nc e  i t s  i n c ep t io n  i n  20 02 ,  mo r e  
t h an  3 0 , 00 0  o f  p r o fe s s i on a l s  wo r l d -
w i de  h a v e  e a rn e d  t h e  i nd us t r y-

l e a d in g  C IS M to  a f f i rm  b o th  t h e i r  
h i gh  l e v e l  o f  t e ch n i c a l  co mp e t e n ce  
a n d  qu a l i f i c a t i on s  fo r  t op- c a l i b e r  
l e a de r sh i p  a nd  m a na ge m e n t  ro l e s .  

IT  p r o f e s s io na l s  mu s t  h a v e  5  ye a r s  o r  
m o re  o f  i n f o rm at i on  s e c u r i t y  w o r k  
ex p e r i en c e .  2  ye a r s  o f  ex p e r i e nc e  r e -
q u i r em e n t  i s  s a t i s f i e d  wi t h  C IS A /
C IS S P  c e r t i f i c a t i on ,  o r  P o s t- gr a d u a t e  
d e g r e e  i n  i n fo rm a t io n  s e cu r i t y  o r  a  
r e l a t e d  f i e l d  ( e . g . ,  b us in e s s  a dmi n -
i s t r a t i on ,  i n fo rm a t io n  s ys t e m s ,  i n f o r -
m at io n  a s su r a n ce  



C IS M C er t i f i ca t ion  D o mai n  1  –  In -
f o rma t ion  S ecu r i ty  Gov ern an ce  

E s t ab l i sh  an d  m a in t a i n  an  in fo r -
m at io n  s ecu r i t y  s t r a t eg y,  an d  a l i gn  
t h e  s t r a t eg y w i th  co r po r a t e  gov e rn -
an ce  

E s t ab l i sh  an d  m a in t a i n  an  in fo r -
m at io n  s ecu r i t y  go v e r n an ce  f r am e-
w o r k  

E s t ab l i sh  an d  m a in t a i n  i n f o r m at i on  
s ecu r i t y  p o l i c i es  

D ev el op  a  bu s in e ss  c a s e  

Id en t i f y i n t e rn a l  and  ex t e r n a l  i n f l u -
en ces  t o  t h e  o r gan iz a t i on  

O b ta in  m an agem en t  comm i tm en t  

D ef in e  r o l e s  an d  r es po ns ib i l i t i e s  

E s t ab l i sh ,  m on i t o r ,  ev a l ua t e ,  an d  r e -
p o r t  m et r i cs  

 

C IS M C er t i f i ca t ion  D o mai n  2  –  In -
f o rma t ion  R i sk  Ma na g emen t  and  
C o mpl ian ce  

E s t ab l i sh  a  p r o ces s  f o r  i n fo rm at io n  
a s s e t  c l a s s i f i ca t i on  and  o w n er sh ip  

Id en t i f y l ega l ,  r egu l a t o r y,  o r gan iz a -
t i o na l ,  an d  o th e r  app l i c ab l e  r eq u i r e -
m en t s  

E n su r e  th a t  r i s k  a s s e s sm en t s ,  v u ln e r -
a b i l i t y  a s s e s sm e n t s ,  an d  th r e a t  a n a l -
ys e s  a r e  co nd u c t ed  p e r i od i ca l l y  

D et e rmi n e  ap p ro p r i a t e  r i s k  t r e a t men t  
o p t io ns  

E v al u a t e  i n fo r ma t io n  s ecu r i t y  co n -
t r o l s  

Id en t i f y t h e  gap  b e t w een  cu r r en t  an d  
d e s i r ed  r i s k  l ev e l s  

In t eg r a t e  i n fo r ma t io n  r i s k  m an age -
m en t  i n to  b us i n es s  an d  IT  p r o ces s es  

M on i t o r  ex i s t i n g  r i s k  

C IS M C ou rs e  Goal s  

P r ep a r e  f o r  an d  p ass  t h e  C e r t i f i ed  In f o r -
m at io n  S ecur i t y  M an age r  (C IS M )  ex am  

D ev el op  an  in f o rma t i on  s ecur i t y  s t r a t eg y an d  
p l an  o f  a c t io n  to  im pl em en t  t h e  s t r a t eg y  

M an age  an d  m on i to r  i n fo r ma t io n  s ecu r i t y  
r i sks  

Bu i l d  and  m ai n t a i n  an  in f o r ma t i on  s ecu r i t y  
p l an  b o th  i n t e rn a l ly  an d  ex t e rn a l l y  

Im p l em en t  po l i c i es  and  p r o ced ur e s  t o  r e -
s po nd  t o  and  r ecove r  f ro m d i s r up t iv e  an d  d e -
s t ru c t i v e  in fo r ma t io n  s ecu r i t y  ev en t s  



CONTACT US : 

C IS M  C e r t i f i c a t ion  D o mai n  4  –  In -
f o r ma t ion  S e cu r i ty  I n c id en t  M an -
a g e me n t  

E s t a b l i sh  an d  m a in t a i n  a n  o r ga n i z a -
t i o na l  d e f in i t i on  o f ,  an d  s ev e r i t y  h i -
e r a r c h y f o r ,  i n fo rma t i on  s e c u r i t y  i n -
c i d en t s  

E s t a b l i sh  an d  m a in t a i n  a n  i n c i d en t  
r e s po ns e  p l a n  

D e v e l op  an d  i mp lem e n t  p ro c es s es  t o  
e n su r e  t h e  t i me l y i d e n t i f i c a t i o n  o f  
i n fo rm at io n  se c u r i t y  i n c id e n t s  

E s t a b l i sh  an d  m a in t a i n  p ro c es s es  t o  
i nv e s t i ga t e  a nd  d o cu m en t  i n fo r -
m at io n  s ec u r i t y  i n c i d en t s  

E s t a b l i sh  an d  m a in t a i n  i n c i d en t  e s c a -
l a t i o n  a nd  n o t i f i c a t i on  p r o ce s s e s  

O r ga n iz e ,  t r a in ,  a nd  eq u i p  t e a ms  to  
e f f e c t i v e l y r e s p on d  to  i n f o rm at i on  
s e c u r i t y  i n c i de n t s  

T e s t  an d  r ev i e w  th e  i n c i d en t  r e -
s po ns e  p l a n  p e r io d i c a l l y  

E s t a b l i sh  an d  m a in t a i n  c omm un i c a -
t i o n  p l an s  a nd  p ro ce s s es  

C on du c t  p os t - i n c i de n t  r ev i ew s  

E s t a b l i sh  an d  m a in t a i n  i n t e g r a t i on  
a m on g  t h e  i n c i d en t  r e sp on se  p l an ,  
d i s a s t e r  r e co ve r y p l a n ,  an d  bu s in e s s  
c o n t i nu i t y  p l an  a b ou t  ou r  p ub l i c  an d  
p r iv a t e  t r a in in g  op t i on s  

 


