
CAP Boot Camp 

C yb e r  S e c u r i t y’ s  Ce r t i f i e d  Au th o r i -
z a t i on  P ro f es s i on a l  ( CAP )  Bo o t  
C am p f o cu se s  on  p re p a r i n g  s tu de n t s  
f o r  t h e  C AP  ex am th r ou gh  ex t e ns iv e  
m e n to r in g  an d  d r i l l  s e s s io ns ,  r e v i ew  
o f  a l l  7  C AP  do m ain s  o f  kn ow l ed ge ,  
a n d  p r ac t i c a l  q u es t i on  an d  a ns w er  
s c e n ar io s ,  a l l  t h r ough  a  h i gh- e n e r g y 
s e min a r  a pp r o a ch .  T h i s  c l a s s  i s  t h e  
p r od u c t  o f  a  w id e  r a n ge  o f  l e a d in g  
i nd us t r y  e x p e r t s  a nd  au th o rs ,  an d  
o u r  t r a in i n g  m at e r i a l s  a r e  c on s id -
e r e d  t h e  ab so l u t e  be s t  fo r  C AP  
p r e p ar a t i o n .  

T h e  C er t i f i ed  Au t ho r i z a t i o n  P r o f es -
s io n a l  (C AP )  c r e d en t i a l  ap p l i e s  t o  
p r o f es s io n a l s  w ho  n e e d  t o  s e t up  t h e  
f o rm a l  p r o c es se s  u s e d  t o  a s s e s s  r i s k  
a n d  e s t ab l i s h  s e cu r i t y  r e q u i r e me n t s  
b a s ed  o n  r e gu l a t o ry  s t a n d ar ds .  I t ’ s  
a  v e r y i m po r t a n t  j ob  wh ic h  e ns u re s  
t h a t  i n f o r m at i on  s ys t ems  h a v e  ap -
p r op r i a t e  s e c u r i t y  c o n t r o l s  t o  m i t i -
ga t e  po t e n t i a l  r i sk ,  a s  w e l l  a s  p r o -
t e c t i n g  a ga in s t  d ama ge  t o  a s s e t s  o r  
i nd iv i du a l s .  Th e  c re d e n t i a l  i s  
s ou gh t  a f t e r  b y c i v i l i an ,  s t a t e  a nd  
l o c a l  go v e rnm e n t s ,  a s  we l l  a s  s ys -
t em  i n t e g r a t o r s  s upp o r t i n g  t h es e  o r -
ga n i z a t i o ns .  

C yb e r  S e c u r i t y’ s  3 - D a y C A P  Boo t  
C am p f o cu se s  on  p re p a r i n g  s tu de n t s  
f o r  t h e  C AP  ex am th r ou gh  ex t e ns iv e  
m e n to r in g  an d  d r i l l  s e s s io ns ,  r e v i ew  
o f  t he  en t i r e  bo d y o f  k no wl e d ge ,  a nd  
p r a c t i ca l  qu e s t i on  a n d  a ns w e r  s c e n a r -
i o s ,  a l l  t h ro u gh  a  h i gh - e n e r g y s e m i -
n a r  ap p r o a ch .  



C ou rs e  Ob j ec t i v es  

U p on  com pl e t in g  ou r  3  d a y C AP  
Bo o t  C am p yo u  wi l l  ga i n  v a l u ab l e  
k n ow led ge  an d  sk i l l s  i n c l ud i n g  t h e  
ab i l i t y  t o :  

 U n d er s t and i n g  t h e  P ur po s e  o f  
In f o r m a t i on  S ys t ems  S ecu r i t y  A u -
t ho r i z a t io n  

 D ef in i n g  S ys t ems  A u th or i za t io n  

 D es c r i b in g  and  D ec i d e  W hen  
S ys t ems  A uth o r i z a t i on  Is  Em -
p lo yed  

 D ef in i n g  R o l es  an d  R es po ns i -
b i l i t i e s  

 U n d er s t and i n g  t h e  Le ga l  an d  
R egu l a to r y R eq u i r em en t s  fo r  C &A  

 In i t i a t i n g  t h e  A u tho r i za t io n  
P ro cess  

 E s t ab l i sh i n g  Au th or i z a t i on  
Bo u nd a r i e s  

 D et e rmi n in g  Secu r i t y  C a t egor i -
z a t i on  

 P e r fo rm in g  In i t i a l  R i sk  Ass e ss -
m en t  

 S el ec t in g  and  R ef in in g  S ecu r i t y  
C on t r o l s  

 D o cum en t in g  Secu r i t y  C o n t ro l  

 P e r fo rm in g  C e r t i f i ca t i on  P has e  

 A s sess in g  S ecu r i t y  C on t r o l  

 D o cum en t in g  Resu l t s  

 C on du c t in g  F in a l  R i sk  A ss e ss -
m en t  

 G en e r a t i n g  an d  P r es en t i n g  an  
A u th or i za t io n  R ep or t  

 P e r fo rm in g  C on t inu o us  Mo ni -
t o r in g  

 M on i t o r in g  S ecur i ty  C o n t r o l s  

 M on i t o r in g  and  A ss e ss i n g  
C h an ges  T ha t  A f fec t  t h e  In f o r -
m at io n  S ys t em  

 P e r fo rm in g  S ecu r i ty  Im p ac t  As -
s e s sm en t  A s  N eed ed  

 D o cum en t in g  and  M on i t o r in g  
R esu l t s  o f  Im p ac t  A s se s s men t s  

 

W ha t ’s  In c l ud ed  

 C yb e r  Secu r i t y  C us t om  C AP T ex t -
b o ok  w i th  R ev i ew  Q u es t i on s  

 Ex am  R ev i ew ,  In -C l ass  M en to r i n g  

 P r e - Sh ipm en t  o f  T ex tb oo k  

 C at e r ed  Lu n ch  

 ( IS C )2  Ex am  Fee  

 C ou rs e  R eg i s t r a t i on  Fee  

 R e - Si t  Gu a r an t ee  

Ex am  P as s  Gu a r an tee  ( Li v e - O n l in e  
O n l y)  

 

Prerequ i s i t es  

T o  ach i eve  t h e  C AP  c r ed en t i a l ,  yo u  
n eed  a  mi n im um  o f  t wo  yea r s  o f  d i -
r ec t  f u l l - t im e  in fo rm at io n  s ys t ems  s e -
cu r i t y  au t ho r i za t ion  p r o f es s io n a l  ex -
p e r i en ce  i n  on e  o r  m o re  o f  t he s e  s ev -
en  ( IS C )  C AP  d om ai ns :  

1. Ri sk  M an agem ent  F r am ewo r k  
( RM F)  

2. C at ego r i z a t io n  o f  In f o rm at i on  S ys -
t em s  

3. S el ec t io n  o f  S ecu r i t y  C o n t ro l s  

4. S ecu r i t y  C o n t r o l  Im pl em en t a t i on  

5. S ecu r i t y  C o n t r o l  As s es sm en t  

6. In f o r m a t i on  S ys t em A ut ho r i z a t i on  

7.M on i t o r in g  o f  S ecur i t y  C o n t ro l s  



W h o  S h o u ld  A t t en d  

E mp lo ye e s  w ho  p e r f o rm  fu n c-
t i o ns  su c h  a s  a u th o r i z a t i on  o f f i -
c i a l s ,  s ys t e m ow n er s ,  i n fo r -
m at io n  ow n e rs ,  i n fo r ma t i on  s ys -
t em  s e c u r i t y  o f f i c e r s ,  a nd  ce r t i -
f i e r s ,  a s  w e l l  a s  a l l  s en io r  s ys -
t em  m a n a ge rs ,  c an  b e n e f i t  f r om  
t h i s  t r a i n i n g ,  i n c l ud in g :  

 S ys t e m Ad min i s t r a to r s  

 In f o r m a t i on  S e cu r i t y  P r o f e s -
s io n a l s  

A n yo n e  i nv o l v ed  i n  a  N IS T-

b a s ed  i n f o rm at i on  s ys t e ms  s e cu -
r i t y  a u t ho r i z a t i o n  p r o c e s s .  M a n -
a ge  s e cu r i t y ,  i n c l ud in g  b as i c  
f i r e wa l l  a nd  S E Li nux  c on f i gu r a -
t i o n  

 

C e r t i f i ca t i on  Ex am  

 T im e  Li mi t :  3  Ho u rs  

 N u mb e r  o f  Qu e s t i on s :  1 25  

 Q u e s t i on  Fo rm a t :  M ul t i p l e  
C ho ic e  Qu es t i o ns  

P as s i n g  G r a de :  70 0  o u t  o f  10 00  
P o in t s  

CONTACT US : 


