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Cyber Security’s Certified Authori-
zation Professional (CAP) Boot
Camp focuses on preparing students
for the CAP exam through extensive
mentoring and drill sessions, review
of all 7 CAP domains of knowledge,
and practical question and answer
scenarios, all through a high-energy
seminar approach. This class is the
product of a wide range of leading
industry experts and authors, and
our training materials are consid-
ered the absolute best for CAP

preparation.

The Certified Authorization Profes-
sional (CAP) credential applies to
professionals who need to setup the
formal processes used to assess risk
and establish security requirements
based on regulatory standards. It’s
a very important job which ensures
that information systems have ap-
propriate security controls to miti-
gate potential risk, as well as pro-
tecting against damage to assets or
individuals. The credential is
sought after by civilian, state and
local governments, as well as sys-
tem integrators supporting these or-

ganizations.
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Cyber Security’s 3-Day CAP Boot

Camp focuses on preparing students
for the CAP exam through extensive
mentoring and drill sessions, review
of the entire body of knowledge, and

practical question and answer scenar-

i0s, all through a high-energy semi-

nar approach.
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Course Objectives

Upon completing our 3 d
Boot Camp you will gain
knowledge and skills incl
ability to:

e Cyber Security Custom CAP Text-
book with Review Questions
[

Exam Review, In-Class Mentoring
Pre-Shipment of Textbook
Catered Lunch

e (ISC)2 Exam Fee

e (Course Registration Fee

;¢ Re-Sit Guarantee
1Exam Pass Guarantee (Live-Online

e Understanding the Purpos
Information Systems Securit
thorization

e Defining Systems Authoriza
e Describing and Decide When

e Understanding the Legal and
Regulatory Requirements for C&A

e Initiating the Authorization

Systems Authorization Is Em- 'Only)

ployed !

e Defining Roles and Responsi- |

bilities \Prerequisites
1
1
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1To achieve the CAP credential, you
ineed a minimum of two years of di-

Process rect full-time information systems se-
e Establishing Authorization 'curity authorization professional ex-
Boundaries 'perience in one or more of these sev-
o Determining Security Categori- ren (ISC) CAP domains:
zation I
e Performing Initial Risk Assess- El- Risk Management Framework
ment :(RMF)
e Selecting and Refining Security 12. Categorization of Information Sys-
Controls tems
e Documenting Security Control 53. Selection of Security Controls
e Performing Certification Phase '4, Security Control Implementation
* Assessing Security Control 5. Security Control Assessment
* Documenting Results 16. Information System Authorization

Conducting Final Risk Assess- '7Monitoring of Security Controls

ent

Generating and Presenting an
horization Report

erforming Continuous Moni-

nitoring Security Controls
itoring and Assessing

s That Affect the Infor-
ystem

ming Security Impact As-
As Needed

nting and Monitoring
Impact Assessments




Who Should Attend

Employees who perform func-
tions such as authorization offi-
cials, system owners, infor-
mation owners, information sys-
tem security officers, and certi-
fiers, as well as all senior sys-
tem managers, can benefit from
this training, including:

e System Administrators

e Information Security Profes-
sionals

Anyone involved in a NIST-
based information systems secu-
rity authorization process. Man-
age security, including basic
firewall and SELinux configura-
tion

Certification Exam

e Time Limit: 3 Hours
e Number of Questions: 125

e Question Format: Multiple
Choice Questions
Passing Grade: 700 out of 1000

Points
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